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What is Encrypted Traffic Classification?
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• Most mobile applications adopt SSL/TLS to ensure 

their communication security

• Classify mixed mobile encrypted traffic into 

applications

• Provide fundamental support to application QoS 

and application-level firewall

• The existing approaches lack a balance between 

accuracy and computational complexity



Key Insight -- Domain Name

• The DNS-based load balancing topology 

is popularly employed by applications 

• The topology balances the workload 

distribution of the application servers

• The Domain name is a unified entrance 

of the application servers.



Key Insight -- Domain Name (Example)

gw.alipayobjects.com205.204.111.111
198.11.185.190

110.75.138.8
110.76.15.39

69.195.169.128

69.195.186.128

31.13.67.35
31.13.71.36

31.13.67.16
31.13.80.8

mygw.alipay.com

api-20-0-0.twitter.com

api-46-0-0.twitter.com

www.facebook.com

api.facebook.com

Application IP Address Domain Name
Access Inverse Map



Key Insight -- Certificate

• The server certificate in the SSL/TLS session contains 

essential subjects

• Common Name -- the glob domain name of the servers 

• Organization Name -- the organization of the servers

�!�����
� ������

�����������
��������
�	���

������"����� �����
��������
�	����



Key Insight – Certificate (Example)
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item: (id-at-organizationName=Twitter, Inc.)

item: (id-at-commonName=twitter.com)
item: (id-at-commonName=mobile.twitter.com)
item: (id-at-commonName=api.twitter.com)

item: (id-at-organizationName=Facebook, Inc.)

item: (id-at-commonName=*.facebook.com)

item: (id-at-organizationName=Alipay.com Co.,Ltd)

item: (id-at-commonName=*.alipay.com)
item: (id-at-commonName=entphz.alipay.com)
item: (id-at-commonName=*.alipayobjects.com)
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• Two Phases -- training and classification

• Preprocessor  -- extract attributes

• Attribute Vector Generator -- convert flows into 

computable vectors

• Context Utilizer -- extend contextual information

• Classifier -- classify vectors into applications
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• The amount of the correlated 

traffic indicates the correlation 

between the attribute and the 

applications

Application

IP Address Domain NameAccess
Map to

SSL/TLS Session
Common NameContain

OrganizationContain

Domain Name

Common Name

Organization

Application

Application

Application

SSL/TLS Session

Indicate

Indicate

Indicate
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Flow App Domain Name Common Name Organization

1 Alipay gw.alipayobjects.com *.alipayobjects.com Alipay.com Co.,Ltd

2 Alipay mygw.alipay.com *.alipay.com Alipay.com Co.,Ltd

3 Facebook www.facebook.com *.facebook.com Facebook, Inc.

4 Facebook api.facebook.com *.facebook.com Facebook, Inc.

5 Twitter api-20-0-0.twitter.com *.twitter.com Twitter, Inc.

6 Twitter api-20-0-0.twitter.com *.twitter.com Twitter, Inc.

Domain Name �
���� �������	 ������

gw.alipayobjects.com 1 0 0

mygw.alipay.com 1 0 0

www.facebook.com 0 1 0

api.facebook.com 0 1 0

api-20-0-0.twitter.com 0 0 2

Organization �
���� �������	 ������

��������������	�� 2 0 0

������������ 0 2 0


����������� 0 0 2

Common Name �
���� �������	 ������

����������������� 1 0 0

����������� 1 0 0

������������ 0 2 0

������������ 0 0 2

Flow Attribute Table Domain Name -- Application

Common Name -- Application

Organization -- Application

Convert

Convert
Convert
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Domain Name �
���� �������	 ������

gw.alipayobjects.com 1 0 0

mygw.alipay.com 1 0 0

www.facebook.com 0 1 0

api.facebook.com 0 1 0

api-20-0-0.twitter.com 0 0 2

Common Name �
���� �������	 ������

����������������� 1 0 0

����������� 1 0 0

������������ 0 2 0

������������ 0 0 2

Domain Name -- Application Common Name -- Application

Organization �
���� �������	 ������

��������������	�� 2 0 0

������������ 0 2 0


����������� 0 0 2

Organization -- Application

Flow Example

Domain Name gw.alipayobjects.com

Common Name *.alipayobjects.com

Organization Alipay.com Co.,Ltd

Application Data Length 48, 64, 39

Attribute Vector = [ ]1, 0, 0, 1, 0, 0, 2, 0, 0, 48, 64, 39
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• Extend contextual information

• Attribute may be lacking

• Applications’ flows cluster in the timeline
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• Supervised classifier

• C4.5

• Random Forest

• XGBoost



Dataset Collection

Active Scheme

• The phone is linked to the workstation via 

an access point

• The phone runs an application

• The workstation records the traces



Dataset Collection

Passive Scheme

• The workstation collects unlabeled traces 

through the port mirroring switch

• Label these unlabeled trace by matching 

application-related domain names



Dataset Introduction

• Adopt active collection scheme

• Refer the application list in [1]

• Add three applications to study the 

classification of the applications from 

the same developer
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16 Mainstream Applications



Dataset Introduction

• About 72% flows start from a domain 

name

• About 80% flows contain a certificate

• About 10% flows are not related with 

any domain name and certificate
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Flow Sequence Shuffle

• Simulate contextual flows

• Select part of the trace for random insertion
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• Classification accuracy under different 

attribute sets

• A1 – Domain Name

• A2 – Common Name

• A3 – Organization
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• Classification accuracy under different 

contextual reference ranges
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• Accuracy – 98.69%

• F1 Score – 98.64%

• Outperforms state-of-the-art 

approaches



• For more details, please contact chenyige@iie.ac.cn

or visit https://ychen.info

• Questions & Answers

mailto:chenyige@iie.ac.cn
https://ychen.info/

